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DNS SECURITY PLATFORM

DNS SECURITY TOOLS
DNS is at the core of online communication,
with the vast majority of Internet and
internal traffic beginning with a DNS query.
DNS is often a set it and forget it system,
underutilized and ignored. With the right
tools however, this frequently overlooked
protocol can provide a wealth of information
and control over your enterprise network.
The Defence Intelligence DNS Security
Platform utilizes DNS to monitor, manage,
and secure your network. Working together or
individually, our DNS Security Tools are
designed to satisfy all business network traffic
management needs. Secure your network
from malware with Nemesis. Enforce policy
and traffic filtering with Valkyrie. Monitor
and manage your DNS with Clarity.

DNS SECURITY TOOLS
All of our products are in the cloud, take just
minutes to deploy and configure, and provide
global coverage. They’re adaptive, extremely
customizable, and scale with ease. The
Defence Intelligence DNS Security Platform is
the next standard in enterprise level network
traffic management. With one or all of our
products, Defence Intelligence can help you
create and customize your own DNS Security
solution.
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PRODUCT OVERVIEW
Valkyrie is a DNS Security component that allows for enterprise policy management. Valkyrie
provides reporting and control across a spectrum of categories; from Business Services and
Entertainment, to Adult and Torrent activity, and dozens more. All categories are updated in
real time and can be applied immediately to your network traffic. Valkyrie can immediately
categorize 90% or more of your DNS query traffic. Once traffic is assigned to these easily
understood and easily manageable categories, you can quickly choose what traffic to allow
and what traffic to block.
Automatic organization of DNS traffic into 50+ categories.
Traffic blocking by category with specific whitelist exclusions.
Summary and detailed information on traffic for sites often considered against policy
guidelines: gambling, adult, torrent, file sharing, etc.

AUTOMATIC CATEGORIZATION
Whether your concern is productivity, security,
or you just want to have detailed data on your
organization’s network traffic, Valkyrie will
deliver network intelligence that can give you
the power to make better decisions. Valkyrie has
over 50 categories, giving you the granularity
you need to avoid blocking something business
critical.
All DNS traffic is automatically categorized, and new domains will be analyzed to acquire
categorization, all without requiring user interaction.
Awareness and categorization of a company’s traffic is important, but policy management
tools can be difficult to deploy and time consuming to configure. Valkyrie requires little
time and resources but delivers both useful data and advanced capabilities. Even if you
have a policy manager in place, the intelligence gathered through Valkyrie is informative,
actionable, and from a fresh network perspective.
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CATEGORY BLOCKING & WHITELISTING
Save on bandwidth, reduce your exposure to malware, prevent access to adware, adult
content, or just use Valkyrie to observe what percentage of your traffic is for business
purposes. Identify running software, risky or illegal behaviour and block anything
instantly.
Change and add new category rules and block unwanted traffic for any category.
Implement category wide blocking while easily whitelisting specific domains your
company needs access to.
Choose a completely unique category rewrite configuration for each network. Allow
Media Streaming and File Sharing domains on Network A, but not on Network B. Lock
down Network B to allow only approved Software and Business Services domains while
leaving Network A open to anything but Uncategorized domains. Configuration options
are unlimited, but simple to setup and simple to change.

Valkyrie focuses your field of view by categorizing 90% or more of your enterprise traffic.
Add the Nemesis and Clarity components to create a more robust and complete DNS
Security solution. Clarity provides insight into all your network DNS details, including
query and return codes, geographic query distribution, TLD usage, IP data, and
automated domain queries. Nemesis is a full service real time malware protection tool
that analyzes your network traffic for suspicious and malicious traffic indicators.
Respond to threats by blocking DNS traffic for command and control domains, and sites
hosting malware or exploits. Stop phishing, fraud, spam, redirection, and attack domain
communication automatically with Nemesis.

DNS SECURITY CONSOLE

CONSOLE OVERVIEW

Our console is fully equipped, whether you have one component or the full DNS Security Suite.
Real time monitoring of your DNS traffic.
Ruleset creation and customization; add your own blacklists or whitelists to
enhance rule application.
User access control and activity logs.
Customizable report generator.

RULESETS
The ability to have rules at specified domain levels creates an incredibly granular and unique
application of DNS capabilities. Rulesets can be made for both IPs and domains, and
whitelists and blacklists. Each ruleset can be applied independently to your various networks
and complement or override existing rules as needed. You can also import rules from other
data sources or from csv or txt files and have them applied immediately to your network.

TESTING
The testing section shows what is currently blocked and what would be
blocked if the configurations and ruleset under consideration were to be
applied. By knowing exactly what will be affected before
implementation, you can save time and dispel uncertainty.

DNS SECURITY CONSOLE

USER ACCESS & NOTIFICATIONS
Custom user permissions allow for comfortable distribution of abilities and
access. The right users get the data, features, and reports they need. Every user
action is logged for historical reference and auditing purposes. Notification
settings are customizable for each user and can be done via the console or by
email, creating quick alerts to a wide variety of product and console events.

REPORTING
Robust reporting covers user and console activity history and product
events in both summary and detailed styles. Generate reports at specified
intervals, create templates for future use, and manage access control.

NETWORKS & CUSTOMIZATION
The network designation ability offers a truly customized experience with
the presentation and control of your DNS traffic. View data across multiple
networks or individually. Create specific reports for each network, different
configurations and ruleset applications, as well as unique notification
settings.
The console is designed to make integration of each component seamless
and harmonized. Components can stand alone or work with each other to
provide unparalleled knowledge and control over your DNS traffic. Clarity,
Nemesis, and Valkyrie combine to create a DNS Security toolset that is
powerful and customizable, yet easy to implement and manage.

DEPLOYMENT

DEPLOYMENT OVERVIEW
Our DNS Security Platform functions in the cloud. No hardware or software is
needed. You need only point your DNS forwarders to our servers to begin service.
You’ll see traffic through our console immediately and can configure and apply
blocking and rulesets in seconds.

Our DNS servers are globally distributed and layered for redundancy and failover.
There’s no additional latency or interruption of traffic. Our services are invisible to
your users, unless you choose to redirect them to a specific location. (i.e. warning
page, IT support, etc.)

INTEGRATION
Our products don’t interfere with existing security tools or software. As a cloud
based DNS Security Platform you get the benefits of cloud services with the control
of on-site hardware. Firewall and SIEM integration is simple, allowing you to
receive alerts through our console or where you’re already receiving them.
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Create your own custom DNS Security Solution.
Trials take minutes to get started. Contact us today.

Defence Intelligence
www.defintel.com
1-877-331-6835
sales@defintel.com
Defence Intelligence was founded in 2008 and specializes in
enterprise level DNS Security Solutions. With our DNS Security
Platform, clients can effectively monitor, manage, and secure
their DNS traffic. We service enterprise clients across all
industries and around the world.

